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Privacy
Anonymity
Identity

Internet
Nameless
Individuality
IP Address
Lack of Geography
Authentic Records
Academic Honesty
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Privacy

Information obtained both directly &
indirectly can:

fall into wrong hands
unintended purposes
misuse

without consent




Privacy

Anonymity
Accountability



Name three risks that you feel are associated
with current practices in distance education
concerning accountability and anonymity.

Accountability
Risk 1

Accountability
Risk 2

Accountability
Risk 3

Anonymity
Risk 1

Anonymity
Risk 2

Anonymity
Risk 3







Privacy = Freedom

To think

To write

To keep identity unknown
From political

From social

From governmental
Ridicule, retribution &

Consequences




Why Cyber Education?

Ubiquitous Learning



Society values adherence to the law:




10 Rules of Cyber Communications

1.Be human

2.Same behavior online as in real life

3. Know where you are in cyber space

4. Respect other peoples time and bandwidth
5. Look good on line

6.Share expert knowledge

7.Help keep the flame wars under control
8.Respect other people’s privacy

9.Don’t abuse power

10.Forgive mistakes

Shea, V. (1994). Nettiquette. Retrieved June 7, 2005, from
http://www.albion.com/netiquette/corerules.html




Online discussions & postings

Safety & concern

No physical cues

Retained for extended periods
Interaction patterns analyzed

Unpopular

O O O 0 DO

Uncomfortable



O the Internet, nobody knows you're a dogp.”

You
You on the net
You on the net

when no one
knows it’s you



ldentity

Minimizing instructor
authority

New persona

Deindividuation



Communication context
Interpersonal “_ Intergroup
situations situations
[dentity salience

Personal identity H Group identity

Action

Personal norms H Group norms

Scott, C.R. (1999). Communication technology and group communication. In L.R. Frey,
D.S. Gouran, & M.S. Poole (Eds.), The handbook of group communication theory
and research (pp.432-472). Thousand Oaks, CA: Sage.



Have you been directly impacted by:

Cyber cheating ?
Psychological detachment?
Unethical conduct on the Internet?

Improper behavior by someone in
cyber space?

Academic infractions by learners,
teachers or schools?

Someone turning another’s work in
for credit?



Best Practices

How do we minimize?

| Cheating |

| Psychological detachment |

| Unethical conduct |

| Improper behaviors |

| Academic infractions |

| Submitting another's work |




Interactivity

“Can be defined as those functions and/or
operations made available to the learner
to enable them to work

with content material presented in a
computer based environment
(Sims,2000).”



Four Dimensions of Interactions

1. Learners - who
2. Content - what
3. Pedagogy - how

4. Context - when

Sims, R. (2000). An interactive conundrum: Constructs of interactivity and learning
theory. Australian Journal of Educational Technology, (16), 45-57. Retrieved
May 17, 2005, from http://www.ascilite.org.au/ajet/ajet16/sims.html




What are the challenges for interactions you have
experienced?

Who

Learners

What

Content

How
Pedagogy

When

Context
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<] secure



Spoofing
Phishing
Footprints
Fingerprints

Data Mining



Spoofed PennKey Login Sites are Hard to Detect

The Real Thing

Penn: Penn A-Z

Q https{' /rosetta.upenn.edu/cgld binfwebsec/websec_authform?app=pennaz& | ¥

nn O'Reilly -- Mac OS5 X Screenshot S...

The leftmost computer
Penn A-Z Request| address is the real one.
Requests for additions or corr That’s Where you are

i hy H
betors access 1o grantea. || @ctually sending your

For your convenience, make g paSSWO rd .
being viewed. If you do not ha|

Unauthorized Site

hup(://c-67.hsd.il.comcast.net/

gi-bin/hitps frosetta.upenn.edu/cgi-Binjwe v () (|
- LT U5 X Screenshot 5...

Penn: Penn A-Z

you request a PennNet protected page on that server.

® Please enter your PennKey and PennKey password in the appropriate boxes
= Click on the "Submit" button

PennKey: |

PennKey password: |

This is the
actual site
your PennKey
and password
will go to.
Your
password
could be
compromised.

5t Login

prrections to the Penn A-Z listing
ages from a host outside of the

e sure that your browser accepty
have cookies enabled on your b
ected page on that server.

bnnKey and PennKe ssword
t" button

PennKey: ’_

The Penn
computer
address is not
at the far left,
so don’t be
tricked into
thinking this is
a legitimate
Penn site.

PennKey password:

» Be wary of official looking-email forged to look like it came from a Penn office,
instructing you to click on a link and enter your PennKey & password. Even if the
link looks like it will take you to a Penn site, it could actually take you to an

unauthorized site.

* Never enter your PennKey and password if you get warning messages about
problems with the site security or “site certificate.”




Top 10 Ways to Prevent Spoofing

Awareness



Phishing is still an online threat
25,000 attacks reported each month
according to the Anti-Phishing Working Group

www.antiphishing.org

Awareness
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Hes P! No
WAIT! He'S
DOWN! HES
ON THe Rores!

Ringside at the “Protecting the Rights of Individuals” fight



FERPA vs. PATRIOT Act
PATRIOT Act

Providing Appropriate Tools Required to
Intercept and Obstruct Terrorism Act of 2001
) Limited academic freedom

] Limited diversity of perspective

1 Compounded by digital information

1 Profiling

] Warns off academic freedom



FERPA vs. PATRIOT Act

FERPA
Family Educational Rights and
Privacy Act of 1974

] Student academic records released only
with pursuit of/or court subpoena



Gonzago vs. Doe

(ACLU, 2002)

No release of student records = Loss of federal

$$5353555355%



- Do you know teachers or professors that
have had problems with intellectual property
rights?

] Does your institution have an Internet use
policy?

] Does your organization or institution have a
secure intranet?

1 Do you believe all your information is safe
and secure?



Litigation vs.
Academic Freedom

Intellectual Property
Rights

Internet Use Policy

Transmission Over
Networks




Deindividuation




Profiling
IS
legitimate
business !




U.S. vs. European: Policy on Internet Anonymity

U.S.=
hands off & self-regulation

Europe =
laws and regulations



Who is right

‘)




What are the issues you feel are important for cyber education
& why are they a concern?

Issue Importance




1 Do you believe that anonymity is a topic
that should be left up to private enterprise
to self-regulate ?

1 Do you believe that your country has an
effective & comprehensive policy to
handle the issues concerning Internet
anonymity?

) Are we globally doing enough?



Anonymity affects everyone
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